
Data Processing Agreement according to art. 28 GDPR 

Agreement between 
 

The Controller – hereinafter referred to as the „Customer“, who agrees to this 
agreement 

 
and 

 
TimeTrack GmbH – Paulanergasse 13, 1040 Vienna, Austria – the Processor – 

hereafter referred to as the „Provider“. 

 

§ 1 Subject matter and duration of the Agreement 

(1) This agreement (hereinafter referred to as the "Agreement") governs the 
processing of personal data (hereinafter referred to as "Data") by the provider on 
behalf of the customer (hereinafter referred to as "Data Processing"). 

(2) The terms used in the Agreement (e.g., data subject, third party, third country, 
etc.) are to be interpreted in accordance with Regulation (EU) 2016/679 of the 
European Parliament and of the Council of April 27, 2016 (hereinafter referred to as 
the "GDPR"), unless the terms used in the Agreement are expressly defined. 

(3) The subject matter of each data processing performed by the Provider is 
regulated in Appendix I to the Agreement. The appendices to the Agreement are an 
integral part of the Agreement. In the event of a contradiction or inconsistency, the 
provisions in the appendices shall take precedence over the provisions in the main 
part of the agreement. This Agreement does not cover the regulation of economic 
and legal conditions or a detailed technical or expert description of the services to be 
provided by the Provider. The duration of this Agreement corresponds to the duration 
of the contractual relationship between the Customer and the Provider. 

(4) The appendices to the Agreement describe the purpose and nature of the Data 
processing carried out by the data processor, the categories of data subjects whose 
data is processed, the types of data processed, and the technical and organizational 
measures agreed upon for Data Processing. 

§ 2 Specification of the Agreement Details 

The provision of the contractually agreed Data Processing takes place exclusively in 
a Member State of the European Union or in another contracting state of the 
Agreement on the European Economic Area. Any transfer to a country that does not 
belong to the European Union or the European Economic Area requires the prior 
consent of the Customer and may only take place if the specific conditions set out in 
Articles 44 et seq. of the GDPR are met. The adequate level of protection is 
determined by either a Commission adequacy decision (Article 45(3) GDPR) or is 



established through binding corporate rules (Article 46(2)(b) in conjunction with 
Article 47 GDPR). It is also possible to establish adequacy through standard data 
protection clauses (Article 46(2)(c) and (d) GDPR) or approved codes of conduct 
(Article 46(2)(e) in conjunction with Article 40 GDPR), and proof may also be 
provided through an approved certification mechanism (Article 46(2)(f) in conjunction 
with Article 42 GDPR). 

§ 3. Technical and Organisational Measures 

(1) Before the commencement of processing, the Provider shall document the 
execution of the necessary Technical and Organisational Measures, set out in 
advance of the awarding of the Agreement, specifically with regard to the detailed 
execution of the Agreement, and shall present these documented measures to the 
Customer for inspection. Upon acceptance by the Customer, the documented 
measures become the foundation of the Agreement. Insofar as the inspection/audit 
by the Customer shows the need for amendments, such amendments shall be 
implemented by mutual agreement. 

(2) The Provider shall establish the security in accordance with Article 28 Paragraph 
3 Point c, and Article 32 GDPR in particular in connection with Article 5 Paragraph 1, 
and Paragraph 2 GDPR. The measures to be taken are measures of data security 
and measures that guarantee a protection level appropriate to the risk concerning 
confidentiality, integrity, availability and resilience of the systems. The state of the 
art, implementation costs, the nature, scope and purposes of processing as well as 
the probability of occurrence and the severity of the risk to the rights and freedoms of 
natural persons within the meaning of Article 32 Paragraph 1 GDPR must be taken 
into account [Details in Appendix 2]. 

(3) The Technical and Organisational Measures are subject to technical progress 
and further development. In this respect, it is permissible for the Provider to 
implement alternative adequate measures. In so doing, the security level of the 
defined measures must not be reduced. Substantial changes must be documented. 

§ 4. Rectification, restriction and erasure of data 

(1) The Provider may not on its own authority rectify, erase or restrict the processing 
of data that is being processed on behalf of the Customer, but only on documented 
instructions from the Customer. Insofar as a Data Subject contacts the Provider 
directly concerning a rectification, erasure, or restriction of processing, the Provider 
will immediately forward the Data Subject’s request to the Customer. 

(2) Insofar as it is included in the scope of services, the erasure policy, ‘right to be 
forgotten’, rectification, data portability and access shall be ensured by the Provider 
in accordance with documented instructions from the Customer without undue delay. 

§ 5. Duties of the Customer 

(1) The Customer is the owner of Customer data and the bearer of all rights 
concerning Customer data. 



(2) The Customer is responsible for the lawfulness of processing of Data Subjects as 
well as the adherence to the rights of the Data Subjects. 

(3) The Customer is responsible for record keeping with respect to national or 
Member State law. Provider assumes no liability for the completeness of data for 
adherence to any regulations or laws. 

§ 6. Quality assurance and other duties of the Provider  

In addition to complying with the rules set out in this Agreement, the Provider shall 
comply with the statutory requirements referred to in Articles 28 to 33 GDPR; 
accordingly, the Provider ensures, in particular, compliance with the following 
requirements: 

- Confidentiality in accordance with Article 28 Paragraph 3 Sentence 2 Point b, 
Articles 29 and 32 Paragraph 4 GDPR. The Provider entrusts only such 
employees with the data processing outlined in this Agreement who have 
been bound to confidentiality and have previously been familiarised with the 
data protection provisions relevant to their work. The Provider and any person 
acting under its authority who has access to personal data, shall not process 
that data unless on instructions from the Customer, which includes the powers 
granted in this Agreement, unless required to do so by law. 

- Implementation of and compliance with all Technical and Organisational 
Measures necessary for this Agreement in accordance with Article 28 
Paragraph 3 Sentence 2 Point c, Article 32 GDPR [details in Appendix 2]. 

- The Customer and the Provider shall cooperate, on request, with the 
supervisory authority in performance of its tasks. 

- The Customer shall be informed immediately of any inspections and 
measures conducted by the supervisory authority, insofar as they relate to this 
Agreement. This also applies insofar as the Provider is under investigation or 
is party to an investigation by a competent authority in connection with 
infringements to any Civil or Criminal Law, or Administrative Rule or 
Regulation regarding the processing of personal data in connection with the 
processing of this Agreement. 

- Insofar as the Customer is subject to an inspection by the supervisory 
authority, an administrative or summary offence or criminal procedure, a 
liability claim by a Data Subject or by a third party or any other claim in 
connection with the data processing by the Provider, the Provider shall make 
every effort to support the Customer. 

- The Provider shall periodically monitor the internal processes and the 
Technical and Organizational Measures to ensure that processing within its 
area of responsibility is in accordance with the requirements of applicable 
data protection law and the protection of the rights of the data subject. 

- Verifiability of the Technical and Organisational Measures conducted by the 
Customer as part of the Customer’s supervisory powers referred to in item 8 
of this Agreement. 

§ 7. Subcontracting 



(1) Subcontracting for the purpose of this Agreement is to be understood as meaning 
services which relate directly to the provision of the principal service. This does not 
include ancillary services, such as telecommunication services, postal / transport 
services, maintenance and user support services or the disposal of data carriers, as 
well as other measures to ensure the confidentiality, availability, integrity and 
resilience of the hardware and software of data processing equipment. The Provider 
shall, however, be obliged to make appropriate and legally binding contractual 
arrangements and take appropriate inspection measures to ensure the data 
protection and the data security of the Customer’s data, even in the case of 
outsourced ancillary services. 

(2) The Provider may commission subcontractors (additional contract processors) 
only after prior explicit written or documented consent from the Customer. The 
Customer agrees to the commissioning of the following subcontractors on the 
condition of a contractual agreement in accordance with Article 28 paragraphs 2-4 
GDPR: 

Company Address, Country Service 

Digital Ocean, LLC 101 
6th Ave New York NY 
10013, USA 

 

Server Location: Hanauer 
Landstraße 302, 60314 
Frankfurt am Main, 
Deutschland  

 

Hosting on an ISO 27001 
certified VPS (Virtual 
Private Server1). Data 
storage is encrypted with 
AES5122. 

Stripe Payments Europe, 
Limited  
 

North Wall Quay, Dublin 1, 
Dublin, Ireland  

 

The payment provider for 
credit card payments. 

AWS-Amazon 
Webservices 

5 rue Plaetis, L-2338, 
Luxemburg, Luxemburg  

 

Transactional E-Mails 

Droptop GmbH/Linevast Am Grashorn 8, 14548 
Schwielowsee, 
Deutschland  

Website- and Mail-
Hosting 

 

Changing an existing subcontractor is permissible when: 

- The provider shall notify the customer of such outsourcing to subcontractors 
in writing or in text form at least 14 days in advance.; and 

- If the customer does not raise an objection (in writing or in text form) against 
the engagement of the subcontractor within 10 days, 

 
1 The server is exclusively managed by TimeTrack GmbH. Within a hosted virtualization environment, our data is 

isolated from that of other companies, both during transmission and within the cloud operator's network. 

 
2 Data storage on DigitalOcean servers is conducted using AES encryption. Access to the 512-bit key is restricted 

to TimeTrack GmbH, ensuring that only TimeTrack GmbH has the capability to decrypt the stored data. 



- the subcontracting is based on a contractual agreement in accordance with 
Article 28 paragraphs 2-4 GDPR. 

(3) The disclosure of the customer's personal data to the subcontractor and their 
initial engagement are only permitted once all prerequisites for subcontracting have 
been met. In accordance with the provisions of the agreement, if the provider 
engages subcontractors, the provider assures the customer that subcontractors will 
be contractually obligated to essentially the same responsibilities as those outlined in 
the agreement or in other agreements between the data controller and the data 
processor. 

(4) If the subcontractor provides the agreed service outside the EU/EEA, the 
Provider shall ensure compliance with EU Data Protection Regulations by 
appropriate measures. The same applies if service providers are to be used within 
the meaning of Paragraph 1 Sentence 2. 

(5) Further outsourcing by the subcontractor requires the express consent of the 
main Customer (at the minimum in text form); 

§ 8. Audit rights of the Customer  

(1) The Customer has the right, after consultation with the Provider, to carry out 
inspections or to have them carried out by an auditor to be designated in each 
individual case. The Customer has the right to convince itself of the compliance with 
this agreement by the Provider in its business operations by means of random 
checks, which are to be announced in good time. 

(2) The right shall ensure that the Customer is able to verify compliance with the 
obligations of the Provider in accordance with Article 28 GDPR. The Provider 
undertakes to give the Customer the necessary information on request and, in 
particular, to demonstrate the execution of the technical and organisational 
measures. 

(3) In exercising the rights under this section, the customer must act with 
consideration to not affect the business operations of the provider, otherwise the 
customer may be charged reasonable administrative costs. 

§ 9. Communication in the case of infringements by the 
Provider 

(1) The Provider shall assist the Customer in complying with the obligations 
concerning the security of personal data, reporting requirements for data breaches, 
data protection impact assessments and prior consultations, referred to in Articles 32 
to 36 of the GDPR. This includes: e.g.: 

• ensuring an appropriate level of protection through Technical and 
Organizational Measures that take into account the circumstances and 
purposes of the processing as well as the projected probability and severity of 



a possible infringement of the law as a result of security vulnerabilities and 
that enable an immediate detection of relevant infringement events; 

• the obligation to report a personal data breach immediately to the Customer; 
• the duty to assist the Customer with regard to the Customer’s obligation to 

provide information to the Data Subject concerned and to immediately provide 
the Customer with all relevant information in this regard; 

• supporting the Customer with its data protection impact assessment; 
• Supporting the Customer with regard to prior consultation of the supervisory 

authority. 

(2) The Provider may claim compensation for support services which are not 
included in the description of the services and which are not attributable to failures 
on the part of the Provider.  

§ 10. Authority of the Customer to issue instructions 

(1) The Customer shall communicate all instructions in text form.  

(2) The Provider shall inform the Customer immediately if they consider that an 
instruction violates Data Protection Regulations. The Provider shall then be entitled 
to suspend the execution of the relevant instructions until the Customer confirms or 
changes them.  

§ 11. Copying, deletion and return of personal data 

(1) Copies or duplicates of the data shall never be created without the knowledge of 
the Customer, with the exception of back-up copies as far as they are necessary to 
ensure orderly data processing, as well as data required to meet regulatory 
requirements to retain data. 

(2) Within 30 days of termination of the Agreement, Customer may request the return 
of Customer data (to the extent that any data has not already been deleted by the 
Customer). Data will be provided in a commonly used and open format. Requests for 
such data shall be sent to info@timetrack.com. 30 days after effective termination 
date of the Agreement, Provider shall delete all Customer data (including copies) in 
their possession or control, unless Provider is required by applicable Union or 
Member State law to retain some or all of Customer data. The log of the destruction 
or deletion shall be provided on request. 

(3) Documentation which is used to demonstrate orderly data processing in 
accordance with the Agreement shall be stored beyond the Agreement duration by 
the Provider in accordance with the respective retention periods. They may hand 
such documentation over to the Customer at the end of the Agreement duration to 
relieve the Provider of this contractual obligation. 

§ 12. Effectiveness of Agreement 

The acceptance of this Agreement may only be carried out by authorised persons of 
the Customer. 



 

Appendix 1 – Data Processing 

1. Categories of Data Subjects 

The subject, purpose, and nature of data processing by the Data Processor on 
behalf of the data controller are described as follows: 

The customer acquires and uses the IT application or software TimeTrack, operated 
and provided by the Provider, which enables time tracking and scheduling for the 
customer's employees. Since the processing takes place on systems provided by the 
Provider, the Provider gains access to the personal data processed within the 
TimeTrack software, which falls under the customer's responsibility. 
 

2. Categories of Data Subjects and Types of Personal Data 

Employees, subcontractors, representatives, customers and other individuals who 
have access to and are intended to use TimeTrack systems on the customer's side 
are collectively referred to as “Users”. 

The types of personal data: 

Category Data 

Name First name*, Last name* 

User Identification Username* 

Electronic identification data IP address* 

Contact Information E-Mail address*, Phone number, Contact address 
and country 

Localisation Data GeoLocation/GPS data 

Customer Entered Data This covers any other Personal Data which the 
customer may input into user-defined 

Data marked “*”” are required. Any other data are considered optional. 

 

 

 

 

 

 

 



Appendix 2 – Technical and Organisational Measures 

1. Confidentiality (Article 32 Paragraph 1 Point b GDPR)  

Physical Access Control 

• No unauthorised access to offices 
• Access is granted exclusively to actively employed staff members. 
• Bürobesucher werden immer von Mitarbeitern begleitet  

Electronic Access Control 

• No unauthorized system usage; access is restricted through authentication 
mechanisms. 

• Password policies. 
• Two-factor authentication is employed where available. 
• Locking mechanisms for workstations (including a "clean desk policy" and 

automatic locking after a specified period of inactivity). 
• Private/public keys for all server access. 

Internal Access Control, User Rights 

• No unauthorised Reading, Copying, Changing or Deletion of Data; actions are 
logged and reviewed. Training of employees as to what is permissible. 

• Rights authorisation concept. Employees only have granular access for the 
activities they need to perform. 

• Access rights granted on a per role and need basis. Periodically reviewed. 
Employees only granted access to resources and systems strictly required for 
their job. 

• Logging of access and system events, such as connection, disconnection, 
changes, deletions. 

Isolation Control 

• Separation of customer accounts in databases 
• Separation of customer data within account in database tables 
• Separate environments for development, staging and production 

Pseudonymisation (Article 32 Paragraph 1 Point a GDPR; Article 25 Paragraph 
1 GDPR) 

• Pseudonymisation of user data 

2. Integrity (Article 32 Paragraph 1 Point b GDPR) 

Data Transfer Control 

• Data transfers are recorded as per Article 30 GDPR, controlled and audited  
• No unauthorised Reading, Copying, Changing or Deletion of Data 
• Removable Media Policy, with logs of employee usage 



• Firewall on network traffic, as well as a firewall on employee assets 

Data Entry Control 

• Verification, whether and by whom personal data are entered into a Data 
Processing System by Provider 

• Protocol of access attempts 
• Protocol of account activity, such as request logs 
• User rights and roles within Software of Provider, preventing unauthorised 

manipulation 

Encryption 

• Rest: Luks Volume Encryption with AES XTS Plain64, with Keysize 512 * 
• Backups: AES256-GCM encryption on application server before upload * 

Employee Adherence 

• Data Protection Awareness training, with periodic review processes 
• Confidentiality agreements on handling data and responsibilities associated 
• IT Security Policy 
• Employee onboarding/offboarding processes 

3. Availability and Resilience (Article 32 Paragraph 1 Point b GDPR) 

• Multiple data centres, increasing redundancy * 
• Off-site backup policy, with backups hosted in a different data centre * 
• Rapid Recovery (Article 32 Paragraph 1 Point c GDPR) (Article 32 Paragraph 

1 Point c GDPR) * 
• Penetration testing * 
• Disaster Recovery Plan * 

4. Procedures for regular testing, assessment and evaluation (Article 32 
Paragraph 1 Point d GDPR; Article 25 Paragraph 1 GDPR) 

• Data Protection Management; 
• Incident Response Management; 
• Data Protection by Design and Default (Article 25 Paragraph 2 GDPR); 
• Data Processing Agreements with subcontractors 

* not applicable for on-premise customers 
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